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“Date”

Honorable  “Name”
Representative/Senator – “XX” District

Illinois House of Representatives/Senate

Springfield, IL 62706

Dear Representative/Senator”Name”:

I am writing to you on behalf of the Illinois Ballot Integrity Project. I’d like to take this opportunity to acquaint you with our organization and our objectives.

The Illinois Ballot Integrity Project (IBIP) is a not-for-profit, non-partisan citizens group that seeks fair, accurate, and completely transparent elections.  Our mission is to inform and educate the public, media and government officials about important election integrity issues and to promote the adoption of legislation and policies designed to secure the democratic process.  I have attached the IBIP Statement of Purpose which outlines policies we support in furtherance of these objectives.

In 2005, Illinois took a valuable first step toward election integrity.  We believe HB 1968 marked the beginning of the process and we salute the Committee for the progress that’s been made so far – but there’s much left to do – and we’d like to enlist your support in accomplishing some near-term goals.

In the last several months, the State Board of Elections has approved interim certification for a number of electronic voting devices that are insecure, unreliable and inaccurate.  In the rush to certify new voting equipment so that local election jurisdictions can take advantage of the millions of dollars in federal funds available under the Help America Vote Act (HAVA), the Board has acted precipitously and without exercising due diligence in the certification process.  Further, the Board has shrouded the certification process in near secrecy, refusing to make public the reports prepared by its Voting Systems and Standards Division and refusing to divulge the models tested and firmware and software installed on those machines..  

The Board has adopted a policy of certifying electronic election components by telephonic meetings on short notice.  Only two such devices have been approved at open public meetings; other electronic voting machines have been certified by conference call. In addition, we believe that some telephonic meetings may have violated the Illinois Open Meetings Act as notices and agendas appear to have been posted less than 48 hours in advance.

No electronic voting system or component certified by the Board has been tested for security flaws by any federal agency, despite ample evidence that such flaws exist as confirmed by academic reports, professional consulting studies and even the Department of Homeland Security. There is no federal procedure for security testing and the Board has not sought to close that gap by implementing security testing at the state level.

The Illinois Ballot Integrity Project does not oppose the application of technology to the election process.  We do, however, oppose the use of insecure, unreliable and innacurate electronic voting systems.  And we are not alone. The U.S. Government General Accountability Office (GAO) released a report highly critical of Electronic voting machines and systems on October 21, 2005. The report, entitled "Federal Efforts to Improve Security and Reliability of Electronic Voting Systems Are Under Way, but Key Activities Need to Be Completed" (GAO-05-956) was undertaken by the GAO at the request of members of the House Government Reform Committee, House Judiciary Committee and the House Science Committee. 
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"The GAO report indicates that we need to get serious and act quickly to improve the security of electronic voting machines," said Rep. Henry A. Waxman, Ranking Member of the Government Reform Committee.  "The report makes clear that there is a lack of transparency and accountability in electronic voting systems - from the day that contracts are signed with manufacturers to the counting of electronic votes on Election Day. State and local officials are spending a great deal of money on machines without concrete proof that they are secure and reliable. American voters deserve better."  We agree!

In it's key findings, the GAO listed some examples of voting system problems and vulnerabilities: 

· Cast ballots, ballot definition files, and audit logs could be modified.

· Supervisory functions were protected with weak or easily-guessed passwords.

· Systems had easily picked locks, inadequate seals and power switches that were unprotected.

· Electronic voting systems experienced significant operational failures during elections.

· Vendors concealed the installation of uncertified electronic voting systems software.

The fact that the conclusions of the GAO Report drew such immediate and overwhelming bipartisan support points up the fact that election reform is not an issue for Republicans nor Democrats, but one that all Americans should embrace.  The Report covers in detail many aspects of the problem that the IBIP has been trying to bring to the attention of the Illinois State Board of Elections and election officials in Cook County and the City of Chicago.

In a classic demonstration of “haste makes waste,” Illinois is poised on the brink of an election disaster that will occur on March 21, 2006. The Board has thrown wide the gates of privatization and RoboVoters are on the march in Illinois.  Just two months from now, a single Republican-controlled corporation will be in charge of counting the votes in the majority of Illinois counties. 

Thank you for your past efforts on behalf of the voters and taxpayers of Illinois and look forward to working with you in the future to achieve honest, fair and open elections in Illinois.

Sincerely,

Your Name

Address

City/State/ZIP

e-mail

Enclosure

cc:
IBIP Executive Committee

